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[bookmark: _heading=h.4lxy5n4x00m8]
 Media and Information Literacy: Your Guide to Getting Facts


How to be media literate

1. Be critical: Don't take information at face value. Ask yourself: Who is behind this information? What is the author’s purpose? Does the author provide accurate background information?

2. Verify information: Check multiple sources to confirm facts and debunk misinformation.
Find out: Does credible sources report the same information? Is the author a credible person?

3. Understand Biases: What you read or hear might be showing only one side.  
Recognize your own preference and be aware of potential preferences in the information you consume.

4. Evaluate sources:
Find sources of information that you can trust. 
Check: Does the source provide legal information (imprint)? Are the authors recognized and credible? Is there positive or negative information about them in the web?

5. Act responsibly: When you share or create content, ensure that it is accurate, respectful and valuable for your audience. 


Further tips and tools: fpi-zambia.org/MIL	Comment by Microsoft Office User: This could be a deeplink to the tips&tools page.
(Observation: The links in the menu  “Programmes & Activities” of the FPI page don’t work.)
[bookmark: _heading=h.n79gw2vlr3y2]Digital Security (How to stay safe on the internet)


How to create safe passwords:

Staying safe online is like locking your doors at night. The first step to protect yourself from harm is to use strong passwords. 


· Use a mix of capital and small letters, numbers, and symbols. 
· Avoid using personal information like your name, birthdate, or "123456". 
· Your password must not be so complicated that you forget it. 
· Avoid using the same password for multiple accounts, as such puts all accounts at risk when one is discovered. 
· Use local language for your passwords if you think you might forget if you use too many codes and characters.
· Avoid using mobile numbers when creating an account. Instead, try using your email because mobile numbers are easily hacked. 	Comment by Microsoft Office User: This I don’t understand. Using mobile numbers / email addresses as passwords?
· An example of a strong password can use no words that can be found in the internet through a Google search or those that hackers software will find out. If you do use a real word, it is recommended to insert numbers and special characters such, e.g. l9u8m@2a*6n1$d0a3be.
Password Manager 

A password manager is a safe tool that stores all your passwords. It helps you create strong passwords and remember them for different accounts. Examples include Bitwarden, LastPass, 1Password, or KeePass. Further tips and tools: fpi-zambia.org/MIL	Comment by Microsoft Office User: Instead of listing them, you could put them on the “Tips & Tools” page and link that page here.	Comment by Microsoft Office User: This could be a deeplink to the tips&tools page.
(Observation: The links in the menu  “Programmes & Activities” of the FPI page don’t work.)

Two-factor Authentication (2FA) 

2FA adds an extra step to logging in. It’s usually a code sent to your phone or email. Even if someone steals your password, they can't get in without the second code. Turn on 2FA on email, social media, banking apps, and cloud services.


How to prevent Data Theft:

Fraudsters use various methods such as “phishing” to access online accounts on the internet. Phishing is when scammers send fake emails, texts, or messages pretending to be a trusted source in order to access your accounts. With stolen information they can deplete your funds to or blackmail you. 

· Don’t click on suspicious links or download attachments from unknown contacts. Check the sender's email address carefully before opening the email.
· If information looks strange or if it seems too good to be true, it's likely fake. 
· Be wary of fake websites and pages: Don’t enter any sensitive login information if the address of the page does not exactly match that of the service, even if the page looks identical.
· Don’t disclose sensitive data in phone calls. Scammers may pretend to be from a bank or service provider and ask for your PIN, passwords, or ID numbers. 
· Legitimate companies will never ask for sensitive information over a phone call or WhatsApp. When in doubt, hang up and call the official number from the company’s website.
· Be aware of viruses: Websites, apps and photos may be contaminated. Think twice before downloading and installing apps or visiting websites you don’t know.
· Use antivirus software and update it regularly. 
· Turn on automatic updates for your phone and computer. 
· Lock your phone and laptop with a PIN, fingerprint, or face ID
· Avoid using public WIFI when accessing sensitive information for example whilst online banking. 
· If you suspect anything unusual, change your password immediately.
· Avoid using “save for me” for your password on Google every time you log in using different devices such as a cafeteria, library and office computers.

[bookmark: _heading=h.5vow4v65anhd]How to deal with Cyber Bullying:

Becoming a victim of harassment and threats on social media can be very harmful. It can happen to anybody - and the offenders are not always aware of the harm they cause. 

This is how you can protect yourself and act if you are bullied:

· Think before you post. Avoid sharing content that might attract negative attention or be used against you.
· Don’t respond to bullies. Don’t react when you feel hurt or angry. Engaging can make the situation worse.
· Block the person who is displaying the bullying behavior
· Monitor your child's social media use and know what sites they use.
· Talk to someone you trust. If you're being targeted, speak to someone or a counselor.
· Record the bullying material, for example, through screenshots, audio/video recordings, pictures etc and report it to the Police and Zambia Information and Communications Technology Authority (ZICTA). Call their toll free line on 7070. 
How to tell if someone has become a victim:
· Being emotionally upset during or after using the Internet or the phone
· Being very secretive or protective of one's digital life.
· Suddenly wanting to stop using the computer or device
· Spending more time than usual in their room
· Withdrawal from or lack of interest in family members, friends, and activities
· Avoiding school or group gatherings
· Mood swings, change in behavior, loss of sleep, or appetite
· Being nervous or jumpy when getting a message, text, or email
· Avoiding discussions about computer or phone activities

[bookmark: _heading=h.zcptglhfinv]Fake News and Fact Checking (How to debunk Fake News)

Debunking fake news

Fake news is false or misleading information that is made to look real. It is often shared to trick people, make them believe something that isn't true, or cause confusion. It can be presented in the form of misinformation or disinformation which is news that is exaggerated or distorted or completely made up to mislead people.

[bookmark: _heading=h.3fh0u2kh60sg]How to Debunk Fake Photos

· Look at the visuals carefully: Photos can be edited or taken out of context. Use tools like Google Reverse Image Search, Tineye or Yandex to check if the image has been shared elsewhere or if it is original. 
· Check the date and context: Sometimes old stories or photos are reshared as if they are new. Make sure the content matches the current event or claim.
[bookmark: _heading=h.af8drjkuot71]How to Debunk Fake Text

· Does the writer of the news story cite sources: Look out for sources in the story. Does the writer cite sources or does the story sound like gossip? If there are no sources cited, it should raise suspicions. 
· Verify with different sources: Check the story with other trusted platforms reporting the same story.
· Watch for manipulation tricks(khondwani)
-overuse of CAPITAL LETTER,excessive punctuation (!!!!), or emotional language.
-claims with no data, location or specific details.
· Look for evidence (khondwani)
-Does the text have verifiable data,quotes,or links to original sources.
-Beware of “Anonymous “ or “Insider” claims without proof.
[bookmark: _heading=h.33tayuak8lbf]How to Debunk Fake Videos

· Look for clues in images and videos: Do the buildings, signposts, car number plates and other markings look similar as those in your town or country?  
· Judge Hard: If a post seems sensational, weird or too good to be true, don’t take it as a fact. If a post seems sensational, weird or too good to be true, dont take it as fact.This is one of the most important tips to consider. 
In times of AI it is increasingly hard to find clues like sign posts and number plates, as images can look perfectly real. It’s the common sense that counts, the critical thinking – and checking back whether there are sources that confirm or rebut the image.
· Reverse image search: Use tools like InVID, Google Images or TinEye to check if it has been used elsewhere.

[bookmark: _heading=h.mqtyv9tqv903]Getting Information (How to find valid sources)

Valid sources are trusted pieces of information that come from people or organizations with knowledge and experience. They help us learn the truth and avoid being misled. Valid sources are often well-researched, balanced, and updated. Using them helps us make good decisions and understand issues clearly. 

Valid information can come from credible sources like government websites, universities, research institutions, and well-known news organizations. On the other hand, unreliable information may come from unknown websites, biased blogs, or social media pages that don’t show where they got their facts.

[bookmark: _heading=h.mt5vma5jty7c]How to get credible information

[bookmark: _heading=h.n8gl4pf25we]Check for Bias:
· Ask: Is the information one-sided?
· Does the source support only one opinion or group?
· Be careful with content that tries to convince you without giving all sides of the story.

[bookmark: _heading=h.ewb4my4ieeso]Look for Credible Sources
· Use sources like official websites, news from well-known media houses, academic articles, or expert opinions.
· Avoid gossip blogs, random social media posts, or unverified WhatsApp messages.

[bookmark: _heading=h.jt9j21s18syx]Check the Author
· Who wrote the information?
· Are they an expert or do they have experience in the topic?

[bookmark: _heading=h.2hv1yd7nq72t]Check the Date
· Is the information recent?
· Old info might be out of date or no longer true.

[bookmark: _heading=h.8uvy7v8bwpr4]Compare Different Sources
· Don’t rely on one source.
· Look at 2 or 3 others to see if they say the same thing.

[bookmark: _heading=h.ok9i092d0lz9]Check the Website Address
· Trust websites that end with .org, .gov, or .edu more than those with strange or unknown addresses.


[bookmark: _heading=h.rijad3kumtnp]Content Production (How to create Great Content for Social Media)

[bookmark: _heading=h.1zmoj526462]Importance of online content production

Why Create Social Media Content?.
· It helps increase the participant’s civic awareness in the community.
· Creating relevant community content helps community members participate in developmental and political issues affecting them.
· It sparks conversations, build relationships and foster a sense of community.
· It enables participants to be active participants of civic matters directly affecting them in the community.
Why Be Careful with Social Media Content? 
· Social media content can impact community decision making I.e positively or negatively.
· Pay attention to tone, language, and images when producing social media content.
· Social media content can persist online indefinitely, and careless content can have long-term consequences.
· Social media content must comply with relevant laws, regulations, and industry standards.
· Be mindful of the potential impact of your content on individuals and communities.
· Social media content can spread quickly, and creators should be careful to verify information to avoid spreading misinformation.


[bookmark: _heading=h.6nv3h8svcnxa]Tips and Tricks to Creating Great Content For Social Media

[bookmark: _heading=h.eswmd98jv6jn]How to shoot videos that are appropriate for social media
· Keep your subject in focus. Make sure the person or thing you're filming is clear, not blurry.
· Don’t leave too much space above the head. The head should be close to the top of the screen—not too much empty space.
· Put the subject in the center (when needed). Centering works if you want people to focus on one thing.
· Leave space in front. If your subject is looking or moving in one direction, leave some space in front of them.
· Block unwanted noise such as car sounds, music, people etc. 
· Choose a good location for your type of video.
· Keep your videos short for attention retention. For platforms like Instagram Reels, X (Twitter) or TikTok, aim for 30–60 seconds. For Facebook or YouTube, limit your video to 1–3 minutes to keep the viewer hooked. 
· Capture attention within the first 3 seconds with an action, a question, or captivating images.
· Ensure that the background is clear of distractions or unwanted appearances. 
· Your subject must always face the light (Sun kissed).
· Do not create shaky videos; hold the recording device steady.

[bookmark: _heading=h.p9an48czwtz1]How to create engaging social media text:    

· Keep it short. Aim for clarity. Stick to one main idea per post. Use simple language.
· Hook your audience early: Use attention-grabbing headlines or first lines to spark curiosity or emotion. Be cautious of sensational or provocative headlines”
· Add a call to action: Tell your audience what you want them to do—like, comment, share, click, subscribe, or follow.
· Use hashtags boost your presence online. Use 2-3 key hashtags relevant to the subject you are writing about. Avoid cluttering your message with too many.

[bookmark: _heading=h.b4w1eswoo4h7]How to take compelling social media photographs. 

· Use natural light. Shoot near windows or outside. 
· Avoid shooting at mid-day when the sun is overhead because that creates shadows on the face. 
· When taking pictures, be creative. Look for good and unusual angles. 
· Get close to the subject to capture emotions and reactions on their faces.
· Avoid harsh light. Do not shoot against the light. 
· Focus on the subject and ensure they are in sharp focus.
· Let your picture tell a story even without the help of a caption. 
· Avoid editing your pictures. You can enhance them, but don't distort them. 
· Capture real moments.
· Create content that matches with your audience needs. For instance, if you're targeting the youth, your content must be youthful as opposed to creating content deemed for kids. 

[bookmark: _heading=h.llgqo0yz2qm]Advanced Tips

· Use Subtitles where necessary. Sometimes, it is okay to use Subtitles in instances where you feel your audience might need clarity on what is in the video, for instance accent barriers.
· Audios such as narration or music add to the overall experience and keep audience engaged. It also helps to explain more about what's going on in the video. 
· As you create your audio, make sure that the device you're using is placed in line with the audio source to get good sound. 
· Use clear and simple words when creating an audio to accompany a video. 
· Depending on the type of story you want to tell, you can either use a calm, sorrowful, loud or excited voice.
· Always make sure that the audio you use resonates with your audience. For instance, if you're talking about nature, add sound effects such as birds, wind or water. 
· Use your smart phone voice recorder to record your voice. The idea is to know how to record a decent voice without the help of external applications. 

[bookmark: _heading=h.viu3a869kuf0]Cyber Law (How to stay on the safe side legally)

[bookmark: _heading=h.6rtmbq602das]Understanding Zambian Cyber Laws: Tips for Citizens 

These laws aim to establish a framework for addressing cybercrime, protect individuals and infrastructure and safeguard children online.

[bookmark: _heading=h.6w8oax8tyff5]Cyber Security Act, 2025:
This law protects Zambia’s critical systems (like banks and power grids) and allows monitoring of communications to prevent cyber threats. It establishes the Zambia Cyber Security Agency and requires warrants for most surveillance. 
[bookmark: _heading=h.y2jahlr3zpgr]Protect Your Personal Information 
· The law allows interception of calls, texts, or emails if they involve “critical information” (Section 39–40). A court warrant is needed, except in emergencies. 
Tip: Be cautious in private chats, as they could be monitored with a warrant.
[bookmark: _heading=h.54kghslqszx5]Report Cyber Threats Promptly 
· Section 6 establishes the Zambia Cyber Incident Response Team to handle cyber threats like hacking. 
Tip: If your phone or account is hacked, report it to ZICTA or the Cyber Incident Response Team to avoid legal issues.
[bookmark: _heading=h.xga1tlbzdxgp]Know When Your Devices Can Be Searched 
· A law enforcement officer with a warrant can search and seize devices suspected of containing evidence of a crime (Section 5). 
Tip: Ask to see a warrant if authorities request your phone or computer.

[bookmark: _heading=h.gfkxvubwk9p9]Cyber Crimes Act, 2025:
This law criminalizes cyber offenses like hacking, fraud, and harmful online content. It protects citizens, especially children, but has strict penalties for violations.

[bookmark: _heading=h.wyzxk6p0a9oe]Think Before You Post 
· Section 22 prohibits electronic communications that “harasses” or “humiliates” others, with penalties up to 200,000 penalty units or 2 years in jail. 
· Section 19 bans the publishing of misleading information (up to 7 years in prison). 
Tip: Avoid sharing unverified news, insults, or offensive posts on WhatsApp, Facebook, or X. Double-check before forwarding messages.
[bookmark: _heading=h.uuvayu6qn33g]Protect Children Online 
· Sections 15–17 criminalize child pornography, solicitation, and grooming, with penalties of 15–25 years or life imprisonment. 
Tip: Monitor your children’s internet use. Teach them not to chat with strangers online. Report harmful content to ZICTA or police.
[bookmark: _heading=h.fnq551wdqv0r]Avoid Illegal Access or Fraud 
· Section 14 bans identity-related crimes (like using someone’s password without permission), with up to 10 years in jail. Unauthorized access to data or systems is also illegal.
Tip: Never use someone else’s account or share login details. Don’t click suspicious links promising money or rewards.

[bookmark: _heading=h.1b8va94qzfjs]How you can stay safe without violating the law

· If your phone account gets hacked, report to;
· Zambia Police. 
· Zambia Information and Communications Technology Authority (ZICTA) through Zambia Computer Incident Response Team (ZMCIRT)  by dialing 7070 or emailing info@zicta.zm
· For online scams, including those involving mobile money, you can dial *707#. 
· If asked to disclose information from your phone, ask for a warrant.
NOTE: Only authorised officers (with a warrant) are allowed to do that.


 

@@@@@@@@ End here for now!!!


                  USING SOCIAL MEDIA 
     
( By Mundia Lubinda )

“ We live in a digital & Information world,just a single click on your gadget one can access informatio
USING SOCIAL MEDIA FOR GOOD CAUSE & ITS IMPACT ON COMMUNITY 

· Through various social media platforms we can help raise awareness and educate others on various issues of public interest. 
· As seen from global Covid19  one of historic lethal disease which went viral we can attest to the fact that,Social media platforms too were used to communicate inturn raise awareness.
· Locally Zambians  can  choose to communicate using social media on issues like; social issues, economic, religion, health, climate change, governance and human rights  based content e.t.c.

Sacial Media allows users to craft their messages in diverse content/ways ie, Written, Audio, Video,photos. Emerging  social media platforms in our setive are; Facebook, WhatsApp,tiktok & X.

· By championing good cause using social media would be a necessity as the world is faced with lethal misinformation & fake-news hence we need experts and advocates or those with knowledge on certain issues to share with others.
· Fact checking using social media; we can fact check by verifying information with other channels online, by checking other credible sources online it can help prevent being mislead before you click on share butto

· [bookmark: _heading=h.fqz5r8brldvl]bread’n butter on the table.
· As a writer I recommend the government for introducing new cyber laws with a view of helping mitigate,combat misinformation and fake-news especially.
·  I therefore advise young people to treat each other as usual both online and offline. 


[bookmark: _heading=h.o215dv92pg7w]
[bookmark: _heading=h.5025sycghklv]Jusof Facebook, WhatsApp. 
· [bookmark: _heading=h.jju344dx7c5d]Artificial intelligence like ChatGPT,Meta AI are some new media supplementing access 
[bookmark: _heading=h.d1g8ntbf996r]
· [bookmark: _heading=h.rfsfakfru4sz]d fake-news especially.
· [bookmark: _heading=h.on591uu2swlh] I therefore advise young people to treat each other as usual both online and offline. 
[bookmark: _heading=h.338w2iaiebr8]
[bookmark: _heading=h.fjr7948ukh02]
